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P004 - PRIVACY POLICY

Purpose and Scope

The Australasian College of Sport and Exercise Physicians (ACSEP) ABN 40 003 200 584 is the pre-
eminent body in Australasia representing Sport and Exercise Physicians and Sport and Exercise
Medicine and is committed to maintaining the highest standards of privacy protection.

The P004 - Privacy Policy (Policy) has been developed to outline how the ACSEP collects, uses and
handles Personal Information (defined below) and describes the practices, procedures and systems it
has in place for protecting privacy as per legislation updates and requirements. The specific legal
obligations of entities when collecting and handling personal information are outlined in the Privacy
Act 1988 (Cth), the Privacy Act 1993 (NZ), the Australian Privacy Principles and the Information Privacy
Principles respectively. One of such obligations requires entities to have a privacy policy such as this
inplace.

This Policy regulates the handling of personal information about ACSEP Members and contractors,
service providers, job applicants and any other individuals who have dealings with the ACSEP. ACSEP
Members, staff and service providers must comply with this Policy, and with any privacy laws that
apply in the relevant jurisdiction to where they are:

1. Operating and handling Personal Information about Members or any other individuals
who have dealings with the ACSEP

2. Carrying out ACSEP related functions or activities
3. Provide such assistance as the ACSEP may require dealing with inquiries and complaints
about privacy.

Where the ACSEP conducts activities outside Australia, the ACSEP or its Members may also be subject
to privacy laws of the jurisdiction in which they are operating. However, even where the ACSEP is not
bound by the privacy law of a jurisdiction, it strives to act consistently with the privacy principles and
laws that apply wherever it operates. For further information about how the ACSEP complies with the
European Union General Data Protection Regulation (GDPR), see point 7.

Introduction

The ACSEP needs to collect a range of Personal Information to meet its objectives and serve the needs
of its Members and other stakeholders.

In this Policy, unless the context indicates otherwise, Personal Information (which includes Sensitive
Information and Health Information) has the meaning given to it by the Privacy Act 1988 (Cth) and
includes, but is not limited to:
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1. contact information (including name, date of birth, address, phone number and email
address)

2. financial information (including billing address and payment information such as
credit/debit card and bank details)

personal signatures

employment details

referee information

education and employment history

qualifications, training programs and comparability assessment information
professional membership information such as medical registration numbers
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Medical Board or other relevant registration

The ACSEP may collect, hold, use and disclose Personal Information about Fellows, Trainees,
International Medical Graduates (IMGs), CPD Program participants, applicants for membership,
suppliers, conference delegates, online users and other individuals who have dealings with the ACSEP
to effectively carry out its principal roles as a provider of training and online education modules, a
Fellowship organisation, an accredited CPD Home and an employer.

This Policy also references “Members” which includes a Fellow, Trainee, Student Member, Overseas
Trained Specialist, Retired Fellow, CPD Program Member and Committee Member; and “staff” which
includes individuals who are employees or contractors of the ACSEP.

The ACSEP will ensure appropriate employees are trained in privacy legislation and how to handle
requests for access and correction, complaints and other related matters.

Policy Responsibilities and Process
1. Data Collection

1.1. The ACSEP will always try to collect information about an individual directly from that
individual, where reasonable and practicable to do so to carry out its functions or activities.
Collection may be via forms, documentation and online forums. The information collected
will depend on the individual’s relationship with the ACSEP.

1.2. The ACSEP will use Personal Information to carry out its functions and activities. Functions
and activities of the ACSEP include:

(a) providing membership services and benefits and maintain membership and
service/benefits records

(b) assisting and supporting Fellows and CPD Program participants, including
providing and improving continuing professional development
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(d)
(e)
()

(8)
(h)

(i)
(i)

(k)
(1)

assisting and supporting Trainees

providing education and training (including via online modules)

providing assessment processes for IMGs

providing workplaces and practice environments which are free from
discrimination, bullying and sexual harassment

operating a complaints resolution process, with external review and appropriate
sharing of information with hospitals, employers and various regulatory bodies
investigating conduct of staff, Fellows, Trainees and IMGs

workforce planning and policy development

implementing, monitoring and maintaining quality assurance processes and
systems, as well as processes and systems concerning regulatory matters,
registrations, accreditation, audits, risk and claims management (including
dealings with insurers), complaints handling and information (including external
review)

procuring funding, donations or other support for the activities of the ACSEP
recruiting suitable applicants to vacancies within the ACSEP

(m) internal administration, training, assessments and reviews

(n)

operating boards, committees, working groups, sections and other bodies

1.3.  Where reasonable to do so, the ASCEP may collect Personal Information indirectly from

publicly available sources or third parties such as the Australian Health Practitioner

Regulation Agency (Ahpra).

2. Online information collection

2.1. The ACSEP may collect Personal Information and usage statistics from its online systems.

2.2. When users submit information to the ACSEP online or use the ACSEP’s online systems to
view or purchase any products, services or content, they agree to the ACSEP collecting, using
and disclosing their Personal Information and any usage statistics in accordance with this
Policy.

2.3. As a global leader in sport and exercise medicine, the ACSEP may operate other online
systems including websites, learning management systems, modules and portals in addition
to www.acsep.org.au. Personal Information collected through various ACSEP online systems

may be used to:
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(a)
(b)

(c)
(d)
(e)

Create online user accounts

Facilitate orders for products and services (including processing payments and
providing invoices)

Screen orders for potential risk or fraud

Provide education and training

Communicate generally with users
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(f) Improve the ACSEP’s products and services and evaluate their effectiveness

(g) Provide information to users regarding the ACSEP’s products and services (in line
with user preferences)

2.4.  Without limiting how information may be collected by the ACSEP through its online systems,
the usage analysis software used by the ACSEP may collect information in connection with
online records (amongst other things):

(a) unique visitors and sessions

(b) requested pages, downloads, search terms used, posted forms, status and errors,
hits and bytes downloaded per directory, file, and file type

(c) entrance pages, exit pages, date/time stamps, click paths, click to and click from
and length of session

(d) domains, time zones, countries, and IP addresses and

(e) browsers, platforms, and robots

2.5. Statistics may be used for administrative purposes, including to improve and assess services,
and to monitor usage patterns to improve navigation and design features—helping users to
get information more easily.

2.6. The ACSEP websites may also use cookies which are small text files automatically stored on
a user’s device as well as other tracking, monitoring recording tools. These tools may be
turned off, but this may affect the functionality of some features and content available on
the ACSEP’s online systems.

3. Disclosure

3.1. Asageneral principle, the ACSEP will only use and disclose Personal Information
(a) forthe primary purpose for which the information was collected;
(b) any secondary purpose that is related to the primary purpose and for which you
would reasonably expect us to use the collected information; or
(c) otherwise required or authorised by law.

3.2. In particular, the ACSEP may disclose personal information to the following persons and
organisations, where appropriate:

(a) Hospitals, health services, clinics and other employers of Fellows, Trainees and
IMGs in connection with training, IMG assessment, complaints handling and
mandatory course completion

(b) Specialty societies and associations

(c) Providers of goods and services to the ACSEP, such as IT service providers and payment
processors, who may have access to personal information held by the ACSEP. This
disclosure is necessary to enable the provider to fulfil their obligations to the ACSEP

(d) Government departments and agencies, for example, in connection with workforce
planning

(e) Internal and external reviews and quality assurance reviews of all ACSEP
processes, including complaints, accreditation and review of training posts
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(f) Regulatory bodies, for example, in connection with CPD compliance programs.

Enquiries by the public regarding a Fellow, Trainee or IMG
(a) Apart from confirming status and specialty of a Fellow, Trainee or IMG, no
personal information will be disclosed to a member of the public without written
consent except as required by law.
(b) Members of the public include spouses, family members, and colleagues.

Workforce data
(a) The ACSEP may publish reports and information on its selection, training and
accreditation activities and IMG assessment as well as general information on
workforce on its website and requestors should be referred to them.
Furthermore, the ACSEP may disclose de-identified data to government
departments to generate workforce reports for the purposes of planning and
distribution of the health workforce and health services. The government
departments will not use or combine workforce data to re-identify any individual.

Direct marketing
(a) The ACSEP will not accept requests to market products or to advertise training
courses directly to Fellows, CPD Program participants and Trainees and will
therefore not disclose contact information to organisations requesting its use for
these purposes. The ACSEP may choose to include marketing information in
routine newsletters.

Online
The ACSEP may use:
(a) Shopify Inc to manage online orders and payments through its online systems.
When making a purchase through the ACSEP, payment information may be
collected, processed and stored by Shopify. Shopify’s privacy policy is available at
www.shopify.com/legal/privacy.

(b) Google Analytics to help understand how the ACSEP’s online systems are used.
Google’s privacy policy is available at www.google.com/intl/en/policies/privacy/.

(c) Any other online providers where appropriate.

The ACSEP may disclose Personal Information in order to comply with any applicable laws or
court orders and to any other party where you expressly consent to the disclosure.

Given that the ACSEP operates throughout Australia and New Zealand, it may be necessary
for the ACSEP to disclose Personal Information between those countries. Where an
individual’s Personal Information will be disclosed to recipients in other countries, the ACSEP
will notify the individual, except where the ACSEP discloses your Personal Information to
overseas suppliers as set out in paragraph 3.6 in accordance with the suppliers’ privacy
policies.
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4. Access

4.1. Anindividual may contact the ACSEP to access their personal information held by the ACSEP
by emailing nationaloffice@acsep.org.au.

4.2. The request will be addressed in accordance with privacy legislation. As is permitted by law,
a fee may be charged to cover the cost of access.

5. Correction
5.1. The ACSEP seeks to maintain the accuracy of personal information. Individuals are

encouraged to contact the ACSEP if the information held is incorrect or to notify the ACSEP if
personal information has changed by emailing nationaloffice@acsep.org.au.

5.2. Changes to personal details can also be made on ACSEP online systems by individuals via the
personal login access where available.

6. Storage and Security
6.1. The ACSEP stores Personal Information securely either electronically or in hard copy.

6.2. IT protection systems and internal procedures are utilised to protect the Personal
Information held by the ACSEP. This includes the website where the ACSEP endeavours to
ensure the website is secure using firewalls.

6.3. The ACSEP may store electronic information on remote servers or in the cloud directly, or
through contracted agencies which may be based overseas. Due to the Australasian nature
of the ACSEP, Personal Information may be securely stored in both Australia and New
Zealand.

6.4. Personal Information is only to be accessed internally by those the ACSEP employees who
require access as part of their role or to complete a task.

7. GDPR Obligations

7.1.  Under the GDPR, the ACSEP has some additional obligations with respect to the processing
of “personal data” collected from residents of the European Union. The meaning of personal
data is similar to Personal Information; however, it is broader as it includes any information
relating to an identified or identifiable natural person.

7.2. The ACSEP will take appropriate steps to ensure that personal data is:
(a) processed lawfully, fairly and in a transparent manner
(b) collected for legitimate purposes
(c) accurate and up to date
(d) kept for no longer than is necessary for the purposes for which it was collected
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(e) secure and protected against unauthorised or unlawful processing and against
accidental loss, destruction or damage

7.3. European residents have the right to access personal data the ACSEP holds about them and
to request that personal data be corrected, updated, deleted or transferred to another
organisation. European residents are also able to request that the processing of their
personal data be restricted or object to their personal data being processed. To make any of
these requests, please contact the ACSEP by emailing nationaloffice@acsep.org.au.

7.4. Asthe ACSEP is based in Victoria, Australia, personal data collected will be transferred out of
the European Union. The ACSEP hasimplemented appropriate safeguards in connection with
the transfer of personal data from the European Union. The ACSEP will also use best
endeavours to ensure that any third-party recipient located outside the European Union will
take steps to safeguard the personal data transferred or disclosed to such a recipient.

8. Data Breach Requirements

8.1. The data breach requirements impose a mandatory requirement that if there is ‘an eligible
data breach’ it is a requirement by law to notify individuals who may be affected.

8.2.1 Examples of an eligible data breach can include:
(a) A device that holds membership/customers information is lost or stolen
(b) A database storing membership/customer information is hacked or accessed

without consent
(c) Personal information is sent to the wrong person

8.2. A data breach occurs when personal information (name, contact or banking details etc) is
accessed or released without proper authorisation or lost and likely to be accessed or
released without authorisation and when the breach is likely to result in ‘serious harm’.

8.3.1 Examples of serious harm include:
(a) Financial loss through fraud
(b) Identity theft
(c) Risk of physical harm, such as by an abusive person
(d) Psychological harm
(e) Reputational harm

8.3. The ACSEP will have to notify the affected parties as per the legislation requirements.
(a) The ACSEP will notify affected parties either directly (email, phone) or indirectly
(notification on the ACSEP website)
(b) The ACSEP will also notify the Office of the Australian Information Commissioner
(OAIC - www.oaic.gov.au)

8.4. The following information will be included in any ACSEP data breach notification:
(a) The personal information involved in the breach
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(b) A description of the data breach
(c) The ACSEP’s contact details
(d) Recommendations for steps the affected parties can take to minimise harm

If a serious data breach occurs there will be Executive / Board level oversight and reporting
undertaken to ensure a culture of compliance and robust privacy / information security
governance.

Complaints Process

9.1.

9.2.

9.3.

9.4.

9.5.

Any inquiries or complaints about the ACSEP’s handling of personal information should be
directed to nationaloffice@acsep.org.au.

Privacy complaints may be required in writing and will be resolved as promptly as possible.

The websites of the Office of the Australian Information Commissioner and the Office of the
New Zealand Privacy Commissioner are an additional source of information -
WWW.0aic.gov.au and www.privacy.org.nz.

Itis ACSEP policy that any adverse feedback (written or verbal) from membership or external
personnel about ACSEP policy or procedures will be investigated thoroughly as per the most
current version of the P0O02 ACSEP Grievance Policy and Procedure.

The ACSEP will take appropriate action against any persons behaving in a way that falls within
the range of unacceptable behaviour as outlined within the ACSEP’s various policies on Code
of Ethics and Professional Behaviour, Harassment, Bullying and Discrimination, Cultural
Diversity and Ethics. This may include disciplinary action under the ACSEP constitution and
policies.

Records Management

Staff must maintain all records relevant to administering this Policy in a recognised ACSEP
record keeping system. Records will be managed and maintained at the ACSEP in accordance
with the PO12 ACSEP Records Management Policy and associated procedures.

Related Legislation and Documents

Office of the Australian Information Commissioner - www.oaic.gov.au

Office of the New Zealand Privacy Commissioner - www.privacy.org.nz

P0O02 - Grievance Policy and Procedure
P012 - Records Management Policy
P0O15 - Code of Ethics and Professional Behaviour Policy
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12. Feedback

ACSEP staff, member or any other interested person may provide feedback about this document by emailing
nationaloffice@acsep.org.au.
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